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DIRECTOR OF CENTRAL INTELLIGENCE
Security Committee SECO!-D-186

16 April 1980

MEMORANDUM FOR: Members, DCIl Security Committee
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APEX Nondisclosurc Agr=ement

1. The Special Assistant to the DCI for Compartmentation
has requested the Security Committee to devise and recommend
to him an appropriate Nondisclosure Agreement to cover
Sensitive Compartmented Information protected within the
APEX Special Access Control System. He has repeated his
request recently with a note of some urgency since he
would like to have a nondisclosure agreement for the
5 - 6 May 1980 APEX Seminar.

2. Recent Security Committee efforts to devise a
common nondisclosure agreement did not result in endorse-
ment of the version produced by the Compartmentation
Subcommittee. That version was provided the DCI General
Counsel for legal consultation around the Community. They
have not achieved a unanimous acceptance and the Department
of Justice member recently reported that there were legal
questions about the currcent draft.

3. To demonstrate Sccurity Committee support of the
APEX proposal and in satisfaction of the urgent request
of the Special Assistant to the DCI for Compartmentation,
it is proposed that members endorse and recommend to the
SA/DCI/Compartmentation adoption of the Nondisclosure
Agreenent for Scensitive Compartmented Information,
previously approved by the DCi's General Counsel, and no
widely employed hy departments and agencies as Form 40066

(Revised). Copy attached. Such actions will permit
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5. It was noted that several components voiced the
opinion that the wording of the draft seemed amateurish,
simplistic and written at an elementary school level. 1In
considering these comments, it should be borne in mind that
this Agreement will be utilized for persons with widely
diverse educational backgrounds, and, as long as the Agree-
ment is legally binding, then the more easily understood
the better.

4. Should the above recommended Agency position be
rejected and the proposed line in-line out revision be under-
taken at the 27 February 1980 SECOM meeting, the following
comments, received during coordination, are set forth for
your guidance and consideration:

a. An objection was voiced regarding the last
sentence of paragraph 1. 1In the past, individual
Secrecy Agreements were executed each time persons
were briefed on individual programs and these oaths
were subsequently used for recording and account-
ability purposes. However, under paragraph 1 of
the proposed draft, a single, blanket agreement
would be executed and this has raised a concern
that accountability would be diminished should
subsequent access be granted for additional APEX
compartments/subcompartments.

b. Recommendations regarding paragraph 5:

(1) A minor grammatical change to be effected
by deleting the word "about" at the end of
sentence 1 and inserting it ("about'") before
the word "which" in line 2 of paragraph 5.

(2) In support of the NSA objection #1
(as set forth in the attachment entitled
"Major Objections to Straw Man Non-Disclosure
Agreement,") it was suggested that the govern-
ment review (pre-publication and pre-speaking
engagement) as set forth in paragraph 5 not
be restricted to SCI material only but be
expanded to cover any classified information
obtained by virtue of an individual's employ-
ment or access covered by the Non-Disclosure
Agreement.
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c. Recommendations regarding paragraph 6:

(1) Sentence 2 was considered too arbitrary
and the following rewording is suggested to link
behaviorial standards to the APEX Manual: "I
also understand that if I do anything or behave
in a manner contrary to the APEX Manual, thereby
showing that I might not be willing or able to
protect this Sensitive Compartmented Information,
the government may take away my access to it and
require me to return any of the information
which T then have."

(2) For clarity, the following additional
sentence is suggested as sentence 3 in para-
graph 6: "I agree to surrender all such
material upon demand to an appropriate official
of the government."

(3) A concern was raised regarding the last
sentence of paragraph 6 which allows the removal
of access, under certain conditions, without
"giving notice or holding a hearing." The
suggestion was voiced that ''the reasons for
the action should be provided the individual
at the time the access is withdrawn." No
alternate language was offered by the concerned
component. It is noted that the issue of appeals
to SCI denials was at one time being reviewed by
SECOM. However, the issue was never concluded
and has been in a suspended status for the past
6-9 months.

d. Regarding the signature section on
page 4, it has been suggested that a line be
added requesting the individual's date of birth.
This request was made by the Security Records
Division since the Office of Security record
indices (SANCA) utilizes date of birth as the
primary means of identification as opposed to
Social Security Number.
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NONDISCLOSURE AGREEMENT
APEX SPECIAL ACCESS CONTROL SYSTEM

1. 1, , by signing this agreement, acknowledge
(Print full name)

that i have been told about and given access to certain classified infor-
mation and intelligence sources and methods witi ch weré explained to me to
be protected within the APEX Special Access Control System. At other
plazces in this agreement, this information is cailed "this Sensizive

Compartmented information.” This agreewent applies tuv any additicnal

informatibn or programs, falling within the APEX Special Access Controi

ey,

System, to which I may later be granted access.

2. 1 have been told that if this Sensitive Compartmented Information
becemes known to people who are not permitted by the United States
Government to have it, this couid cause serious harm to the United States

of America.

3.- I have been told how to handle and store this Sensitive Compartmented

Information and how to find out which people I can show it to or talk io

-about it.

4. In return for being given access to this Sensitive Compartmented
Information, I agree that I will never reveal this information, in any
way, t0 any person who is not permitted by the United States Government

to have it.
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5. 1 also agree to éubmit for review by the United States Government ‘ (/P\\
any information concern1ng intelligence suogects or activit .gjfu%?th} ‘ -!
want to publish or Sp8cK¢E§EE¥. I agree to let the government review %
this information before I talk about it or show it to anyone who is not |
permitted to have this Sensitive Compartmented Information. I will not
publish or speak about the information until I get written permission
from the government to do so. I understand that the reason for the N

government's review of this information is to'be sure that it does not

contain any of this Sansitive Compartmented Information.

e

—
v .

T

0. I understand that i I reveal this Sensitive Compartmented Infarma-

ion to anyone who is not permitted to have it, i may no longer be | EE‘
permitted to have access to the informatién myself and I may be required S
to return any of the 1nformat1on which I have. I also understand that

.\_/
menyee ConTAAy To THE AQEw MONUAL , [ HeRESy SHowvg

if I do anything or behave in 3wy that I might not be

-~

willing or able to protect this Sensitive Compartmented Information, the Y

government may take away my access to it and require me to return any <
T AGREE To Suaaecr~ocn ALL SucH MmATER/AL |
of the information which_I. then have. A The government may take away my
Yoo SEMINO o Fr AppaepLiaTE OFFECl B OF 145 GovenrnmsnT. !

(?)774

access at any time it judges such action to be in the best interest of f/m\
natlcnax security and may do this without g1v1ng me notice ar holding a §
near1ng. - 5
— :

; '\\_,

.7.',Also; I understand that if [ reveal this Sensitive Compartmented
Information to people who are not permittad to have it, thié might
vfo]ate the civil or criminal laws of the United States. I understand
that a vio]atjon of civil law might cause me to have to pay the cost of

T

any damage which resuited from my action. I understand that a viclation

of criminai law cculd result in my teing fined or imprisoned or perhaps

bath,
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8. If I reveal this Sensitive Compartmented Information without the per-
mission of the United States Government, I assign to the United States
Government any money or other thing of value which I receive or have
a]ready received for doing so, or any right to receive such money or

thing of value.

9. I agree that this Sensitive Compartmented Information 1s now and will
always be the property of the United States Government, I agree that [
will return all of this informaticn which I have or for which I am

responsible when 1 am asked for it by an authorized representative of

the Unitad States Government, 16 I do not return it when I am asked,

¢

this too may be a violation of United States criminal law for which I

can be punished.

10. Nothing said in this agreement means that tﬁe United States Govern-
ment will give up any right it has to prosecute me if I violate the .
iaws of the United States. Also, nothing said in this agreement means
that I give up any baéis for defending myself if the United States
Government tries %o prosecute me for violating the laws of the United
States. |

1. Each of the numbered paragraphs in this agreement stands by itself.
If a court decides that any of these paragraphs do not aoply to me, the
rest of the paragraphs will stil] apply.

[ 4
12. I have read this agreement and I understand it. I have asied any

questions wnich I have about this agreement, the laws which appiy to

3
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violation of it, and the rules and regulations which govern the handling
and storage of this Sensitive Compartmented Information, and my questions

have been answered in a way I understand.

13. I am making this agreement in good faith, and I intend to Tive up

to it.

SIGNATURE

ORGANTZATION

It

()
q=

SOCIAL SECURITY ACCOUNT NUMBER
O»7E oF BI/IR7Y

I witnessed the signature which appears above. I accept this agreement
on behalf of the United States Government as a prior condition of this
indivicuai being permitted access to and use of the designated Sensitive

Compartmented Information.

SIGNATURE

PRINTED NAME

ORGANIZATION

DATE

4
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Major Objectives to Strawman Nondisclosure Agreement

1. A secrecy agreement devoted solely to APEX ignores other designated
intelligence categories, and does not address information which may be
unclassified but is otherwise protected from disclosure by statute (e.g.,
50 USC Section 403(d){3) or Public-Law 86-36). The agreement should
explicitly be extended to include all matters of a sensitive or pro-
tected nature garnered by virtue of the employment which the agreement
concerns.

2. The agreement, as written, appears to be legally insufficient in
respect of the requisite contractual element "consideration." In order
to be Tegally binding, a contract must have sufficient censideration.
in order to be thus sufficient, there must e a legai detriment or
benefit that has been bargained for and exchanged for a promise. "“Access"
doas not appear to be adequate consideration. For employpes, it is
amployinent which sarvas 15 the basis of the bargain. For the prospec-
tive employee it is the position, not the access, which is sought. Since
access appears insufficient to establish the requisite bargain element of
“consideration," the agreement would not be binding.
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